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Preface  
Chief of Staff of the U.S. Army General Mark A. Milley 

repeatedly warns of increased complexity, ambiguity, and speed in 

future warfare. The decision-making process at all levels of 

command will be challenged by the environment, the situation, and 

the enemy, as well as by the perception and interpretation of our 

thoughts. The requirement to frame decisions around the scope 

and rate of information sharing on the modern battlefield and 

adapting those frames to the complexity of context and content, 

necessitates the ability to think critically and creatively. The 

curriculum at the University of Foreign Military and Cultural 

Studies (UFMCS) directly addresses these challenges by training 

and preparing students to operate as a Red Teamer. Red Teaming 

creates and illuminates pathways to better decisions by employing 

structured techniques to identify hidden dangers, reveal unseen 

possibilities, and facilitate creative alternatives. It is, in essence, a 

form of risk management for the human brain. 

The U.S. Army chartered UFMCS with the mission to teach Red 

Teaming to the U.S. Army and other authorized organizations. As 

the nature of warfare has evolved, so too has our curriculum and 

academic offerings. Version 9.0 of the Red Team Handbook 

represents the current state of our program. Although the contents 

of this volume and our courses are not official doctrine, the 

practices discussed directly support and are in both Joint and U.S. 

Army Doctrine. This handbook provides the reader with an 

introduction to the fundamental concepts, methods, and tools 

essential to the practice of U.S. Army Red Teaming. 

 

Mark R. French 

Director, UFMCS  
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Many months of work contributed to making this handbook 

much more concise to the application of Red Teaming. As a 
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at this handbook. As we continue to innovate and change how 

we see ourselves, we will continue to improve and update this 

handbook.  
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Chapter 1 

Introduction  

ÌÅÁÄÅÒ ÃÏÎÖÅÎÅÓ Á ÍÅÅÔÉÎÇ ÏÆ ÔÈÅ ÏÒÇÁÎÉÚÁÔÉÏÎȭÓ ËÅÙ 

personnel and top planners to develop an operational 

plan for the next year. These people work in the same 

environment, have received similar training, and share 

common experiences within a hierarchical framework. The 

process seems to go smoothly, as most decisions are made based 

upon what the group believes the leader wants, what the senior 

personnel suggests, and what everyone knows to be true about 

the organization and the operational environment. The plan is 

drafted, accepted, and put into practice.  

And it fails! 

Why did it fail, and what could have been done to increase 

the odds of success? 

The group may have misunderstood what the leader 

×ÁÎÔÅÄȟ ÏÒ Ȱ×ÈÁÔ ÅÖÅÒÙÏÎÅ ËÎÅ×ȱ ÍÉÇÈÔ ÂÅ ÉÎÃÏÒÒÅÃÔȢ 

0ÁÒÔÉÃÉÐÁÎÔÓ ÃÏÕÌÄ ÈÁÖÅ ÆÁÌÌÅÎ ÉÎÔÏ ÔÈÅ ÔÒÁÐ ÏÆ ȰÄÏÉÎÇ ÔÈÉÎÇÓ ÌÉËÅ 

ÔÈÅÙ ×ÅÒÅ ÁÌ×ÁÙÓ ÄÏÎÅȟȱ ×ÉÔÈÏÕÔ ÃÏÎÓÉÄÅÒÉÎÇ ÁÌÔÅÒÎÁÔÉÖÅÓ ÏÒ 

ways to improve. The group may have ignored ambiguous and 

ÃÏÍÐÌÅØ ÔÏÐÉÃÓȟ ÔÈÉÎËÉÎÇ ÔÈÅÙ ÄÉÄÎȭÔ ÍÁÔÔÅÒȢ 0ÅÒÈÁÐÓ ÔÈÅ ÊÕÎÉÏÒ 

person in the room knew of a problem but was afraid to 

A 
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contradict someone senior or the subject matter expert. 

Moreover, the actions of a competitor or adversary may have 

completely derailed the plan. 

As human beings, we develop patterns of behavior and 

thought that help us achieve our goals with the least amount of 

effort possible. For example, we learn early in life that we can 

have greater success and more friends if we cooperate and agree 

with other people ɀ go along to get along. To save time and 

energy, we develop shortcuts and apply solutions that work in 

ÏÎÅ ÁÒÅÁ ÔÏ ÐÒÏÂÌÅÍÓ ÉÎ ÁÎÏÔÈÅÒȟ ÅÖÅÎ ÉÆ ÔÈÅ ÒÅÓÐÏÎÓÅÓ ÄÏÎȭÔ ÆÉÔ 

perfectly. We assume we know more than we really do, and we 

ÄÏÎȭÔ ÑÕÅÓÔÉÏÎ ÏÕÒ ÁÓÓÕÍÐÔÉÏÎÓȢ 4ÈÅ ÉÎÔÒÏÖÅÒÔÓ ÁÍÏÎÇ ÕÓȟ 

despite having valuable ideas, cede control in meetings to the 

extroverts and remain mute. These actions and this learned 

behavior combine to deceive us. We assume we are applying the 

best solutions without reflecting on our actions and asking if 

there is a better way, or if we are really applying the correct 

thought and behavior to get the outcomes we want. When we 

join together in groups, these human characteristics amplify, 

and our tendencies and learned patterns of behavior lead us to 

situations like the planning meeting described above. 

Why Do We Red Team? 

Expanding on the words of psychologist Dietrich Dörner, 

people court failure in predictable ways, by degrees, almost 

imperceptibly, and according to their own culture and context. 

In other words, we routinely take shortcuts because of 

limitations on time, personnel, or other resources, and we 

accept that as a normal way of doing business. We assume we 

understand situations because we have been in similar ones 

before, and we turn a blind eye to ambiguity ÏÒ ÄÏÎȭÔ ÆÕÌÌÙ 

appreciate asymmetries. We discount potential threats because 

×Å ÄÏÎȭÔ ÆÕÌÌÙ ÁÐÐÒÅÃÉÁÔÅ the likelihood of occurrence or the 
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complexity of influencing factors. We make many small 

ÄÅÃÉÓÉÏÎÓ ÔÈÁÔ ÁÒÅ ÉÎÄÉÖÉÄÕÁÌÌÙ ȰÃÌÏÓÅ ÅÎÏÕÇÈȟȱ ÂÕÔ ×ÈÅÎ ÊÏÉÎÅÄ 

together, become the seeds of failure. We take comfort in the 

familiar, and assume others, even on the other side of the world, 

share our views, beliefs, and tendencies.  These reasons and 

more are why we Red Team. 

ñEvery assumption we hold, every claim, every assertion, every 
single one of them must be challenged.ò 

CSA Mark A. Milley 

What is Red Teaming? 

Red Teaming is a flexible cognitive approach to thinking and 

planning that is specifically tailored to each organization and 

each situation. It is conducted by skilled practitioners normally 

working under charter from organizational leadership. It uses 

structured tools and techniques to help us ask better questions, 

challenge explicit and implicit assumptions, expose information 

we might otherwise have missed, and develop alternatives we 

might not have realized exist. It cultivates mental agility to allow 

Red Teamers to rapidly shift between multiple perspectives to 

develop a fuller appreciation of complex situations and 

environments. This leads to improved understanding, more 

options generated by everyone (regardless of rank or position), 

better decisions, and a level of protection from the unseen 

biases and tendencies inherent in all of us.  

Four Principles of UFMCS 

The University of Foreign Military and Cultural Studies 

(UFMCS), established in 2005, offers Red Teaming instruction 

built on four main principles and incorporating several key 

fundamentals. The first principle addresses the individual with 

Self-awareness and Reflection  (SAR). If we are to make better 

decisions, we must first understand what beliefs guide and 
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motivate us, why our unique experiences lead us to those beliefs, 

and why we make the decisions we do. An active appreciation of 

our system of belief and decision-making process provides us 

the opportunity to apply fundamentals like slowing down ɀ 

taking time to reconsider our preconceived notions and 

assumptions and basing more of our actions on logic than on 

emotion. Self-awareness also helps us foster an openness to new 

ideas, a desire to improve, and a conviction we can. 

When individuals join and create groups, we apply the 

second principle, Groupthink Mitigation  (GTM) and Decision 

Support . People acting in groups can fall victim to unseen group 

dynamics that can derail the decision-making process. There are 

unseen forces and dynamics that can pressure us to agree with 

the group or to avoid contradicting the senior person or subject 

matter expert in the discussion. Closely examining group 

dynamics and actively soliciting and considering ideas and 

solutions from all group members (without fear of 

recrimination) presents a fundamental way to break free from 

groupthink and help make better decisions. 

When considering groups, whether larger foreign societies 

or smaller sub-groups in your own organization, we gain 

perspective by Fostering Cultural Empathy  (FCE). This 

principle helps us understand why different people and groups 

value different things, and why they approach issues and act in 

fundamentally different ways. Though we perceive shared 

similarities in some areas, we are all unique products of a 

lifetime of different experiences, lessons, and beliefs. Adopting 

an anthropological focus, we can ask why another person or 

group act a certain way, and honestly attempt to explore the 

influences and reasoning that led to such behavior. Even in cases 

in which we find behavior abhorrent, we can still establish a 

clearer understanding that could lead us to a more effective 
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response. 

The final principle, Applied Critical Thinking (ACT) , 

provides an improved understanding of our own decision-

making processes, as well as the ability to deconstruct 

arguments and better understand others. It helps identify 

assumptions, biases, and can allow us to restate ideas using an 

analogy to describe complex ideas more simply. Perhaps most 

importantly, it allows us to generate and evaluate alternatives, 

thereby increasing our chances of finding the path to success. 

ACT incorporates several fundamentals, including slowing 

down, asking why, seeking alternatives, and other more-

advanced strategies. 

UFMCS Training 

UFMCS presents these interlaced principles and 

fundamentals within a curriculum designed to improve the 

ability of students to think and act in a continually evolving, 

complex, and ambiguous environment. Like Red Teaming itself, 

each class is audience-focused, tailored for topic, time and 

resources available, venue, and desired result. Sessions are 

heavily interactive. Students actively practice techniques and 

employ tools in an iterative manner, constantly building on their 

knowledge and abilities. This facilitates the development of 

levels of proficiency only possible through hands-on application 

and helps ensure UFMCS graduates can confidently apply their 

knowledge outside the classroom. UFMCS also maintains an 

active online community and offers reach back support and 

follow-on training to ensure continual growth and refinement of 

the Red Team community. 

This Handbook 

This handbook is an unclassified living document and 

regularly evolves to incorporate new ideas, approaches, and 
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tools. It should provide a compendium of ideas from UFMCS 

curriculum and serve as both a reference for our graduates and 

a broad introduction to others; it is not intended to be a 

textbook, a checklist, or doctrine. In the spirit of Red Teaming 

and generating alternatives, we welcome comments, 

suggestions, and input to aid the process of continual 

improvement. We hope the following pages provide value to 

every reader and inspire some to pursue further study. 
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Chapter 2 

Self -Awareness and Reflection  

"Only as you do know yourself can your brain serve 
you as a sharp and efficient tool. Know your own 

failings, passions, and prejudices so you can separate 
them from what you see." 

Bernard Baruch, Presidential advisor to Woodrow Wilson 
(WWI) and Franklin D. Roosevelt (WWII) 

umans are more complex than we appear. Though 

outside observers might note our habits and routine 

behavior, they cannot easily observe or discern the 

experiences, values, psychological needs, and biases that cause 

us to act in specific ways. As the only one with an internal view, 

each individual is responsible for reflecting on and considering 

their own inner composition. Once we understand why we 

behave in certain ways, then can we act to overcome undesired 

or unproductive personal tendencies.  

The journey to such understanding is that of becoming 

more self-aware. Self-awareness provides the ability to see the 

self as a separate entity, independent from others and the 

environment, yet continually influenced both by those factors 

H 
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and by a lifetime of experiences. The need for such awareness 

shows itself every time we make a decision; objective 

evaluations and decisions can only be made by self-aware 

individuals who understand the characteristics of the self that 

would influence the end result. 

Such an understanding can protect us from the pitfalls of 

modern life. Constant demands on our time, whether from 

family, work, or other obligations, push us toward making faster 

decisions based on instinct or intuition. While that technique 

certainly takes less time than reflecting on the issue, it often 

leaves no time to consider the subconscious memories, 

emotions, or biases involved in decision-making processes. 

Recognizing the factors that cause us to think or feel a certain 

way is the first step to making a better decision. 

A self-aware person is more mindful of personal 

dispositions and biases, and recognizes internal cultural, 

contextual, and situational frames. This self-awareness benefits 

the Red Teamer and critical thinker by allowing us to 

understand not only our own baseline of thought and behavior, 

but also how external stimuli like exposure to other cultures or 

different  ways of thinking impact that baseline. Self-awareness 

allows us to move beyond simply recognizing our emotions, into 

awareness of why those emotions exist in the first place. Beyond 

allowing us to understand ourselves, this deeper awareness can 

help strip away the barriers to understanding and empathizing 

with others. 

Though discussed as a single discipline, self-awareness 

development at UFMCS employs a collection of lessons, 

techniques, and evaluations, all based on the theory of Self-

Authorship. The combination includes: 

1. Study of Temperament; Personality Dimensions® 

2. Study of Emotional Intelligence and Well-being 
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3. Study of Interpersonal Communications 

4. Introspection: Who Am I? Exercise 

5. Introspection: Daily Journaling 

Self-Authorship 

Self-Authorship, first penned by developmental 

psychologist Robert Kegan and then further developed as a 

higher education model by Dr. Marcia Baxter Magolda, is a 

holistic model and approach to developing self-awareness. Self-

Authorship generates an internal voice to guide responses to 

external realities and has value for critical thinking and decision 

making. It is a process whereby we develop the values and an 

internal compass that will enable us to deal with new 

information, ambiguities, and life challenges. Expanded into the 

Theory of Self-Authorship (see Figure 2.1), Dr. Baxter Magolda 

describes our ability to internally define our own beliefs, 

identities, and relationships as a key driver of personal growth 

and self-awareness. The theory is grounded in two assumptions 

about adult learning and knowledge. First, people create 

knowledge by interpreting their own personal experiences. 

They analyze and judge experiences from an individual 

perspective, and the resulting information is what we consider 

to be knowledge. Second, self-authorship, or the knowledge of 

ÏÎÅȭÓ ÓÅÌÆȟ ÈÁÓ ÁÎ ÕÎÄÅÒÌÙÉÎÇ ÓÔÒÕÃÔÕÒÅ ÔÈÁÔ ÉÓ ÄÅÖÅÌÏÐÍÅÎÔÁÌ ÉÎ 

nature. As a person matures, the abilitÙ ÔÏ ËÎÏ× ÏÎÅȭÓ ÓÅÌÆ-

develops, changes, and matures as well. 

The theory proposes three dimensions of self-authorship: 

epistemological/cognitive, intrapersonal, and interpersonal. 

The cognitive dimension employs meaning-making in ways that 

recognize the socially constructed and experiential nature of 

knowledge. The intrapersonal dimension considers our own 

personal beliefs, values, and goals, while the interpersonal 

dimension considers the same in others. Together, these three 
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areas provide insight into the nature of our knowledge, the roots 

of our personal philosophy, and the ways we relate to others. 

 

Figure 2.1 Self-Authorship Diagram 

Temperament 

Oneôs temperament determines behavior, because a behavior is 
the instrument for getting us what we must have. Our behaviors 
cluster into activity patterns organized around themes of needs 
and core values specific to each temperament.1 

Temperament is one facet of our personality. It is habitual, 

often observable, and represents particular repeated patterns of 

behavior. It is the way we make decisions, communicate, and 

prioritize; it is our comfort zone. To explore temperament, 

UFMCS uses Personality Dimensions®. Rooted in Jungian 

Typology, Personality Dimensions® explores our preferences, 

needs (see Table 2.1), and orientation along a continuum 
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between introversion and extroversion.  

Introversion involves: 
Ɇ Directing our attention [energy] inward to internal 
stimuli.  
Ɇ Thinking things through internally before we share any 
thoughts.  
Ɇ Doing our best processing through quiet, individual 
contemplation.  

Extroversion involves:  
Ɇ Directing our attention [energy] outward for external 
stimuli.  
Ɇ Thinking things through externally as we brainstorm 
out loud.  
Ɇ Doing our best processing through collaborative group 
interaction.  

Personality Dimensions®  Needs Value 

Inquiring Green  
To achieve mastery; 

knowledge and 
competence 

Concepts, theories, 
scientific inquiry, and 

consistent logic 

Authentic Blue 
To find significance and 

meaning; a unique 
identity  

Harmony, cooperation, 
ethics, and authentic 

relationships 

Organized Gold 
To preserve the organism; 

procedures and 
responsibility  

Belonging, stability, 
security, and group 
preservation duty 

Resourceful Orange  
To act in the moment; 
impact and expediency 

Freedom, variety, 
adventure, and 

performance with skill 

Table 2.1 Personality Dimensions Needs and Values 

Complementing these dimensions, Linda Berens speaks to 

three layers of the self in Understanding Yourself and Others: An 

Introduction to Temperament.2 The first and outermost is the 

contextual self, which examines how we prefer to act in the 
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moment of any given situation. The second is the developed self, 

representing behavior and skill we learn as we grow from those 

situations. The third and innermost layer is the core self, 

illustrated as genetic predispositions acquired at birth. Taken 

together, the models from Personality Dimensions® and Linda 

Berens provide a framework around which to build our 

understanding of the cognitive aspects of the Theory of Self-

Authorship. 

Emotional Intelligence 

ñAnyone can become angry, that is easy. But to be angry with 
the right person, to the right degree, at the right time, for the right 
purpose, and in the right way ï that is not easy.ò 

Aristotle 

Emotional Intelligence is both the natural ability and the 

ÄÅÖÅÌÏÐÅÄ ÓËÉÌÌÓ ÔÏ ÒÅÃÏÇÎÉÚÅ ÁÎÄ ÕÎÄÅÒÓÔÁÎÄ ÅÍÏÔÉÏÎÓ ÉÎ ÏÎÅȭÓ 

self and in others. It also involves using this awareness to 

manage behavior and relationships. It affects critical thinking 

and decision making, as well as the navigation of social 

complexities. 

The Emotional Intelligence Framework (see Figure 2.2), 

developed by Daniel Goleman, contains competencies in both 

personal and social realms.  The personal competencies have 

two dimensions:  

1. Self-Awareness of emotions as they occur and impact 

rational thought and influence personal outcomes.   

2. Self-Management, or the ability and skill to identify and 

understand your emotional response to positively 

influence behavior, personal outcomes, work performance, 

and leadership, as well as to develop coping skills and 

resilience. 

The social competencies also have two dimensions:  
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1. Social awareness developed through recognition of the 

emotions of others, which facilitates the development of 

cognitive empathy and the ability to understand another 

ÐÅÒÓÏÎȭÓ ÐÅÒÓÐÅÃÔÉÖÅȢ 4ÈÉÓ ÉÓ ÄÏÎÅ ÔÈÒÏÕÇÈ ÖÅÒÂÁÌ 

interactions, active listening, and asking relevant, 

impactful questions, as well as by accurately interpreting 

non-verbal communications and cues.   

2. Relationship Management, which occurs through 

accurately interpreting and interacting in social situations, 

networks, and systems. This involves the skills of 

persuasion, influence, and negotiation, as the practitioner 

works to facilitate cooperation, cohesion, and teamwork. 

 
Figure 2.2 Emotional Intelligence Framework 

Interpersonal Communication 

Interpersonal communication is an exchange between two 

or more people conveying ideas, emotions, or information. This 

can be either verbal or nonverbal and includes semiotics. 

Interpersonal communication:  

Ɇ Includes actions and ethics related to moral principles.  

Ɇ Occurs between people who are themselves evolving 

and/or changing.  
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Ɇ Can attain mutual goals, when done intentionally; 

appropriate/effective.   

For the Red Teamer, interpersonal communications go well 

beyond speaking, and relies heavily on three types of listening: 

Strategic Listening  is seeking information to facilitate 

choices or open a space for new ways of talking about a problem, 

using open and closed-ended questions [not a statement in the 

form of a question]. 

Use it when:  

Ɇ Seeking clarification about the purpose of the 

interaction  

Ɇ Shaping the outcome to accomplish your ends  

Ɇ Thinking critically or solving a problem  

Ɇ Fulfilling a role or responsibility  

How to do it:  

Ɇ Consider when to inject open and closed questioning   

Ɇ Ask clarifying questions and offer paraphrases  

Ɇ Weigh what is said against your goals  

Ɇ Be on the lookout for discoveries  

Empathic Listening  is showing concern and identification 

in support of emotions. At the moment, it helps the person feel 

safe and understood. Its absence may suggest impatience, 

disinterest, or even dismissal.  

Use it when:  

Ɇ Trying to understand how your counterpart feels  

Ɇ Trying to defuse strong emotions  

Ɇ You are able to be sincere  

How to do it:  
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Ɇ Ask indirect questions to echo pieces of what they say  

Ɇ $ÏÎȭÔ ÉÎÔÅÒÒÕÐÔȟ ÂÕÔ ÍÕÒÍÕÒ ÁÎ ÅÍÏÔÉÏÎÁÌ ÒÅÁÃÔÉÏÎ   

Ɇ +ÅÅÐ ÙÏÕÒ ÅÙÅÓ ÏÎ ÔÈÅ ÏÔÈÅÒȭÓ ÆÁÃÅ ɉÎÏÔ ÊÕÓÔ ÔÈÅÉÒ 
mouth) 

Ɇ Acknowledge their emotions  

Active Listening  is showing involvement and respect to 

foster social relationships. It is measured at the perceived 

quantity and quality of your interest. Its absence may show a 

lack of concern or importance.  

Use it when:  

Ɇ Complimenting strategic and empathetic listening  

Ɇ Demonstrating that the topic and/or relationship 
matters  

How to do it:  

Ɇ Acknowledge what they are saying without interrupting  

Ɇ +ÅÅÐ ÅÙÅ ÃÏÎÔÁÃÔ ÏÒ ÙÏÕÒ ÅÙÅÓ ÏÎ ÔÈÅ ÏÔÈÅÒȭÓ ÆÁÃÅ  

Ɇ Expand on parts of what they are saying 

Interpersonal Conflict 

Competence in personality temperaments, emotional 

intelligence, and interpersonal communication are helpful 

safeguards when conflict arises. Managing conflict requires 

mutual participation but provides mutual benefit. Pausing to 

revisit ideas and reflect on similarities/differences between 

temperaments can reveal the relevant perceptions that led to 

conflict. The reflection in turn can be leveraged into bridging 

strategies that can help defuse the conflict. 

Introspection 

ñUntil you make the unconscious conscious, it will direct your 
life and you will call it fate.ò 
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Carl Jung  

Introspection allows us time to look inward, removing 

outside distractions, and consider ourselves, our thoughts, and 

our behavior. As practiced at UFMCS, it comprises daily 

ÊÏÕÒÎÁÌÉÎÇ ÁÎÄ ÔÈÅ Ȱ7ÈÏ !Í )ȩȱ ÅØÅÒÃÉÓÅȢ 

Journaling  is a fundamental requirement for UFMCS 

students. Daily reflection leads to written journals covering 

personal thoughts, discoveries, and questions, class topics, and 

an examination of applicability for each particular student. 

%ÎÔÒÉÅÓ ÒÅÆÌÅÃÔ Á ÄÅÅÐÅÒ ÁÎÄ ÍÏÒÅ ÃÏÎÓÉÄÅÒÅÄ ÒÅÖÉÅ× ÏÆ ÔÈÅ ÄÁÙȭÓ 

topics; not a simple retelling ÏÆ ÔÈÅ ÄÁÙȭÓ ÅÖÅÎÔÓȢ )Ô ÉÎÖÏÌÖÅÓ an 

emphasis on personal consciousness that is also paramount to 

critical thin king habits, and that is seldom explored in the 

normal course of a day. Time with personal thoughts/feelings 

ÏÆÔÅÎ ÌÅÁÄÓ ÔÈÅ ×ÒÉÔÅÒ ÔÏ Á ÓÙÎÔÈÅÓÉÓ ×ÉÔÈ ÏÎÅȭÓ Ï×Î ÌÉÆÅ 

experiences, beliefs, attitudes, and values.   

Ɇ What have I learned about myself or my emotional 

responses?  

Ɇ What is my personal growth? Do I feel most 

proud/upset about?  

Ɇ What topics/tasks did I respond to most 

easily/guardedly?  

Who Am I? is an introspective exercise that works 

simultaneously on many levels. Participants take turns telling 

their story; an opportunity to practice active listening, deepen 

the understanding, and create an environment where alternate 

perspectives are valued, and successful listeners are ardently 

rewarded. Participants soon view themselves in a profound way, 

at a depth rarely welcomed in the military. Invariably, they find 

ÔÈÁÔ ÔÈÅÙ ÁÒÅ ÎÏÔ ÁÌÏÎÅ ÉÎ ÃÏÐÉÎÇ ×ÉÔÈ ÌÉÆÅȭÓ ÄÉÌÅÍÍÁÓȢ   

As a result, participants feel significantly more connected to 
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the group and less alone in the world; a tremendous team 

building vehicle. The group learns about where others are 

coming from with ideas, values, and alternate perspectives. 

Participants are both liberated individually and bonded as a 

group.  

Summary 

Effective interpersonal communication will bring about 

more satisfying relationships and increase both personal and 

professional success.  

Self-awareness is increased by reflecting and journaling 

daily, studying the Personality Dimensions model, and 

committing increased attention to interpersonal 

communication. Studying the four temperaments, identifying 

ÏÎÅȭÓ ÃÏÍÆÏÒÔ ÚÏÎÅȟ ÁÎÄ ÅØÁÍÉÎÉÎÇ ÐÒÅÆÅÒÅÎÃÅÓ ÁÌÏÎÇ ÔÈÅ 

introversion/extroversion continuum will increase 

understanding of personal and social behavior. We have a better 

understanding of why and how we make decisions after careful 

thought and reflection regarding our personal needs, values, 

stressors, and biases. 

Self-aware Red Teamers know that values, behaviors, 

beliefs, personal stories, motivations and goals differ from 

person to person. Most notably, he/she is mindful that how we 

see ourselves (what we say and what we do) may be quite 

different from how others perceive us, and vice versa. This Red 

Teamer also understands where they need improvement: 

empathy for others, critical thinking, interpersonal 

communication, cohesion within the group, etc.   

As a self-aware individual, you are better equipped to:   

Ɇ Optimize your interpersonal communication.  

Ɇ Positively influence and persuade others.  
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Ɇ Leverage preferences, talents, and skills.  

Ɇ Unravel gaps, differences, and conflicts.  

Ɇ Appreciate and empathize with others.  

Ɇ Consider others' perspectives.  

Ɇ Think more broadly.  

 

1  David Keirsey and Marilyn Bates, Please Understand Me: Character & 
Temperament Types, 3rd ed. (Del Mar, California: Prometheus Nemesis, 
1984). 

2 Linda V. Berens, Understanding Yourself & Others:  An introduction to the 4 
Temperaments, 4th ed.  (Huntington Beach, California, 2010). 

                                                        



 

 

RED TEAM HANDBOOK | 19 

Chapter 3 

Fostering Cultural Empathy  

"Cultural analysis is intrinsically incomplete. And, worse than that, the 
more deeply it goes the less complete it is. It is a strange science whose most 
telling assertions are its most tremulously based, in which to get somewhere 
with the matter at hand is to intensify the suspicion, both your own and 

that of others, that you are not quite getting it right.  But that, along with 
plaguing subtle people with obtuse questions, is what being an ethnographer 

is like." 

Anthropologist Clifford Geertz, 1973 

 

n the above passage from The Interpretation of Cultures, 

Clifford Geertz was describing what it is like to be an 

ethnographer, but he may just as well have been 

describing a Red Team tasked with a cultural analysis. A 

curious and skeptical disposition, rather than one of certainty, 

suits the Red Teamer. Cultural awareness means the discovery 

ÔÈÁÔ ÔÈÅÒÅ ÉÓ ÎÏ ȰÎÏÒÍÁÌȱ ÐÏÓÉÔÉÏÎ ÉÎ ÃÕÌÔÕÒÁÌ ÍÁÔÔÅÒÓȢ1 

Cultural awareness is not the same thing as cultural 

sensitivity. The idea is not to escape or discard our own deeply 

held values, beliefs, and ideals, or to practice cultural relativism, 

I 
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but to better understand the distinctions and similarities 

between our own and those held by others (both adversaries 

and allies) for the purpose of avoiding missteps in planning and 

policy formulation. Our methods and outcomes as military 

planners differ from those of the ethnographer or 

anthropologist in that our task is not only to observe, but also to 

plan and act upon our analysis. 

Keep this caution in mind as you read this chapter and as 

you begin on any cultural examination: when we analyze 

another culture, we must do so with full consciousness that our 

vantage point lies outside of it. Moreover, the things we see are 

the things we most often attempt to manipulate. These things 

are the superficial edifices of culture. Real wisdom here is to 

gain an appreciation for the deep, unalterable foundations of 

culture, not to reconstruct it in the manner we desire.  

ñI donôt think we should study things in isolation. I donôt think 
a geographer is going to master anything, or an anthropologist is 
going to master anything, or a historian is going to master 
anything. I think itôs a broad-based knowledge in all these areas, 
the ability to dissect a culture or an environment very carefully 
and know what questions to ask, although you might not be an 
expert in that culture, and to be able to pull it all together. Again, 
an intelligence analysis that isnôt an order-of-battle, militarily 
oriented one, but one that pulls these factors together that you 
need to understandé ñI mean, as simple as flora and fauna all 
the way up to basic geographic differences, environmental 
differences ï cultural, religious and everything else. That becomes 
your life as a planner, or as the director of operations, and as the 
key decision maker.ò 

General Anthony Zinni, 19982 

Understanding Culture for the Red Teamer 

This chapter is about developing better questions 
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concerning culture, in order to facilitate planning, policy making, 

and strategic and operational decision making. These are 

informed by cultural empathy and enhanced by Red Teaming 

tools and a functional systems approach. Red Teaming methods 

and tools prevent us from accepting easy answers to hard 

questions about culture and its complexity. The functional 

systems approach enhances our ability to translate the 

abstractions and nuances of culture into doctrinal, and/or  

operational terms. To that end, we emphasize the following in 

our Red Teaming approach to cultural examination:  

¶ Conscious examination of the roles of ethnocentrism 

vice cultural relativism  

¶ Culturally-centric case studies 

¶ Tools to foster empathy 

Ethnocentrism 

One aim of the Red Teaming cultural methodology is the 

reduction of blind ethnocentrism. Ethnocentrism, the belief that 

ÏÎÅȭÓ Ï×Î ÃÕÌÔÕÒÅ ÉÓ ÉÎÈÅÒÅÎÔÌÙ ÓÕÐÅÒÉÏÒ ÔÏ ÏÔÈÅÒ ÃÕÌÔÕÒÅÓ ÉÓ Á 

natural tendency of most individuals.3 This problem exists in 

planning when the planner is so bound by their own culture as 

ÔÏ ÂÅ ȰÂÌÉÎÄ ÔÏ ÔÈÅ ÁÂÉÌÉÔÙ ÔÏ ÓÅÅ ÔÈÅ ×ÏÒÌÄ ÔÈÒÏÕÇÈ ÔÈÅ ÅÙÅÓ ÏÆ 

ÁÎÏÔÈÅÒ ÎÁÔÉÏÎÁÌ ÏÒ ÅÔÈÎÉÃ ÇÒÏÕÐȢȱ4  Negative or distorted 

stereotypes too, are a challenge to complete cultural 

understanding as well. Stereotypes by themselves are not 

negative. At issue here is whether they are accurate or distorted. 

Distorted stereotypes are polarized, simplistic, and self-serving. 

Race and ethnicity are common characteristics that are 

historically susceptible to distorted stereotypes. 

ñStereotyping is a process by which individuals are viewed as 
members of groups and the information that we have stored in 
our minds about the group is ascribed to the individualò 
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Behavioral Scientist Taylor H. Cox, 19945 

Often, we tend toward oversimplification of cultural 

complexity in matters of planning. Our natural inclination is to 

construct simplified models of a complex reality in order to 

explain things. We develop simplified explanations based upon 

selected cultural aspects of the Operational Environment (OE) 

that facilitate our planning and desired end states. The tendency 

is to regard culture as a block, a category with geographic or 

ethnic boundaries, and not as the people, the individuals that 

makeup what is the human domain. For example, a simple 

ÁÎÓ×ÅÒ ÔÏ ÔÈÅ ÑÕÅÓÔÉÏÎ Ȱ7ÈÅÒÅ ÉÓ -ÅØÉÃÏȩȱ ÍÉÇÈÔ ÂÅ ÏÎÅ ÔÈÁÔ 

explains geographical boundaries, as on a political map. A more 

ÉÎÓÉÇÈÔÆÕÌ ÁÎÓ×ÅÒ ÉÓ Ȱ)ÔȭÓ ×ÈÅÒÅ -ÅØÉÃÁÎÓ ÁÒÅȟȱ ÏÒ ×ÈÅÒÅ -ÅØÉÃÁn 

ÆÏÏÄ ÉÓȟ ×ÈÅÒÅ Ȱ-ÅØÉÃÁÎȱ 3ÐÁÎÉÓÈ ÌÁÎÇÕÁÇÅ ÉÓ ÓÐÏËÅÎȟ ÏÒ 

wherever Cinco de Mayo is celebrated, by whomever and for 

whatever reason. Cultures have social and psychological as well 

ÁÓ ÇÅÏÇÒÁÐÈÉÃÁÌ ÃÏÎÔÅØÔÓȢ #ÕÌÔÕÒÅȭÓ ÃÏÍÐÌÅØÉÔÙ ÉÓ ÉÌÌÕÓÔÒÁÔÅÄ ÂÙ 

the hundreds or perhaps even thousands of culturally learned 

identities, affiliations, and roles we each assume at one time or 

ÁÎÏÔÈÅÒȢ Ȱ#ÏÍÐÌÅØÉÔÙ ÉÎÖÏÌÖÅÓ ÔÈÅ ÉÄÅÎÔÉÆÉÃÁÔÉÏÎ ÏÆ ÍÕÌÔÉÐÌÅ 

ÐÅÒÓÐÅÃÔÉÖÅÓ ×ÉÔÈÉÎ ÁÎÄ ÂÅÔ×ÅÅÎ ÉÎÄÉÖÉÄÕÁÌÓȢȱ6  Multiple and 

alternative perspectives, better questions, and thinking more 

ȰÃÏÍÐÌÅØÌÙȱ ÉÓ ÔÈÅ ÁÉÍ ÏÆ ÔÈÅ 2ÅÄ 4eaming approach to culture. 

To that end, we adopt the position that the study of culture 

ÉÓ ȰÎÏÔ ÁÎ ÅØÐÅÒÉÍÅÎÔÁÌ ÓÃÉÅÎÃÅ ÉÎ ÓÅÁÒÃÈ ÏÆ ÌÁ× ÂÕÔ ÁÎ 

interpretive one in search of meaÎÉÎÇȢȱ7  There are several 

challenges to forming an interpretive approach to culture, but 

that is our aim. We seek an explanation that accounts for the 

occurrence of certain phenomena in culture, in a place, at a 

certain time, for a certain group, for the purpose of planning, 

policy formulation, and decision support. 

Challenges to interpreting culture: 
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¶ Choosing apperceptive (conscious perception with full 

awareness) frameworks that are sufficiently rigorous 

without being reductive. 

¶ Determining what cultural skills, a Red Teamer should 

have. 

¶ Determining how best to introduce these skills in our 

practice. 

¶ The most important aspects of multicultural awareness 

may be learned but cannot be taught.8  

¶ Establishing favorable training conditions for 

multicultural awareness to occur and provide the 

necessary knowledge and skills.  

¶ Defining ȰÇÏÏÄ ÃÕÌÔÕÒÁÌ ÔÒÁÉÎÉÎÇȱ ÆÏÒ 2ÅÄ 4ÅÁÍers. 

ñIt is difficult to know the cultures of others until and unless you 
have an awareness of your own culturally learned assumptions 
as they control your lifeò  

Psychologists Mary Connerley and Paul Pedersen, 2005 

When seeking to interpret, understand, or analyze a culture, 

nothing is more essential than to realize the extent to which the 

interpretation is uniquely our own, with all the inherent and 

inescapable biases and ethnocentricity that comes with it. While 

we cannot completely escape our culturally learned 

ethnocentricity, there are tools, methods, and frameworks we 

employ to give us greater awareness of it and how it shapes our 

thinking  and decision making.   

There are many definitions of culture. Some are broad, 

general, and inclusive, while others are specific to the interest of 

the practitioner (ethnographer, social scientist, psychologist, 

warfighter, etc.).  

Some Cultural Definitions 
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¶ Ȱ7ÈÁÔÅÖÅÒ ÉÔ ÉÓ ÏÎÅ ÈÁÓ ÔÏ ËÎÏ× ÏÒ ÂÅÌÉÅÖÅ ÉÎ ÏÒÄÅÒ ÔÏ 

ÏÐÅÒÁÔÅ ÉÎ Á ÍÁÎÎÅÒ ÁÃÃÅÐÔÁÂÌÅ ÔÏ ÉÔÓ ÍÅÍÂÅÒÓȢȱ9  

¶ Ȱ4ÈÅ ×ÅÂÓ ÏÆ ÓÉÇÎÉÆÉÃÁÎÃÅ ÄÅÓÉÇÎÅÄ ÂÙ ÍÅÎ ÆÏÒ 

ÔÈÅÍÓÅÌÖÅÓȢȱ10 

¶ Ȱ4ÈÅ ÃÏÌÌÅÃÔÉÖÅ ÐÒÏÇÒÁÍÍÉÎÇ ÏÆ ÔÈÅ ÍÉÎÄ ÔÈÁÔ 

distinguishes the members of one group or category of 

ÐÅÏÐÌÅ ÆÒÏÍ ÁÎÏÔÈÅÒȢȱ11 

¶ Operational Culture: Those aspects of culture that 

influence the outcome of a military operation; conversely, 

the military actions that influence the culture of an area of 

ÏÐÅÒÁÔÉÏÎÓ ɉ!/ɊȢȱ12 

¶ Ȱ! ÔÈÅÏÒÙ ÏÎ ÔÈÅ ×ÁÙ ÉÎ ×ÈÉÃÈ a group of people in fact 

ÂÅÈÁÖÅȢȱ13 

The key point to remember is it is all theory until you get there.  

#ÕÌÔÕÒÅȣ 

¶ Is learned 

¶ Is shared 

¶ Changes over time 

¶ Is not always rational to outsiders 

There are several frameworks that attempt to capture 

aspects of culture for the purpose of studying them. These broad 

frameworks lay out major categories of cultural differences. 

Differences of the various approaches relate directly to the 

purpose of the research. Cultural frameworks do not explain 

everything, but they still explain something, and our attention 

should be focused on isolating what that something is with 

regard to military planning.  

There is no ideal framework or best way to classify a culture. 

Moreover, frameworks should not supplant a straightforward 

explanation. The Red Teamer should understand that 
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classifications and categories often only serve to provide a 

simplified basis for analysis. Opting for one categorization or 

framework over another not only determines the kind of 

questions we may ask but may obscure other important 

questions that should be asked. For this reason, Red Teamers 

ÓÈÏÕÌÄ ÅÍÐÌÏÙ ÓÅÖÅÒÁÌ ÆÒÁÍÅ×ÏÒËÓ ÏÒ ÃÕÌÔÕÒÁÌ ȰÌÅÎÓÅÓȱ ɉÌÉËÅ 4-

Ways of Seeing) when conducting cultural analysis. 

Some Cultural Frameworks 

1. PMESII-PT (Political, Military, Economic, Social, 

Information, Infrastructure , Physical Environment, and 

Time) is frequently used to organize militarily-relevant 

knowledge about a place, but it is not the only valid 

framework nor is it complete in and of itself. Frameworks 

of all kinds are artificial tools, not explanations for the way 

things really are in the society. Graduates are encouraged 

ÔÏ ÁÓË ÔÈÅÍÓÅÌÖÅÓȟ Ȱ7ÈÁÔ ÉÓ ÍÉÓÓÉÎÇ ÉÎ ÁÎ ÅØÃÌÕÓÉÖÅÌÙ 

PMESII-PT ÁÎÁÌÙÓÉÓ ȣ ÄÏÅÓ ÉÔ ÃÏÖÅÒ ÔÈÅ 7),, ÏÆ ÔÈÅ ÐÅÏÐÌÅ 

in question, does it fully address complex interaction 

between variablesȟ ÅÔÃȢȩȱ 

2. KluckhohÎȭÓ 3ÉØ !ÇÅ-Old Dimensions of Culture: 

¶ The nature of people, good or bad? 

¶ The relationship between people and nature, 

Harmony or subjugation? 

¶ The relationship of people, individualism or 

Group? 

¶ The primary mode of activity, Being or Acting? 

¶ Conception of space, private or public? 

¶ Time orientation, past, present or future? 

3. Nesbitt on Cognitive Differences: 

¶ Patterns of attention and perception 
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¶ Assumptions about the composition of the world 

¶ Beliefs on controllability of the environment  

¶ Assumptions about stability and change 

¶ Preferred patterns of explanation of events 

¶ Habits of organizing the world 

¶ Use of formal logic rules 

¶ Application of dialectical approaches 

4. Hall on Communication Patterns: 

¶ Context, what must be explicitly stated? 

¶ Space, how much personal space is necessary? 

¶ Time, monochromic (events occur one at a time) 

or polychromic (simultaneity)  

5. (ÏÆÓÔÅÄÅȭÓ #ÏÕÎÔÒÙ 0ÒÏÆÉÌÅÓȡ 

¶ Power distance 

¶ Uncertainty avoidance 

¶ Individualism  

¶ Masculinity/femininity  

¶ Time Horizon  

6. Five Operational Cultural Dimensions (from Operational 

Culture for the Warfighter14): 

¶ The Physical Environment 

¶ The Economy 

¶ The Social Structure 

¶ The Political Structure 

¶ Beliefs & Systems 

In the end, the framework(s) we choose is/are based on 

what we want to know and what we plan to do. We want to 

gather not only analysis and facts but explanations that lead to 
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empathy/understanding that contribute to a methodological 

approach to operational design, joint and service military 

decision-making processes. 

Every Red Teamer should possess a general OE knowledge of: 

¶ Dimensions of Culture 

¶ Aspects of National Culture 

¶ Distinct motivational values born of cultural upbringing 

and context 

Cultural Analysis for the Red Teamer 

Red Teaming instruction at UFMCS focuses on culture at the 

general level of knowledge. Emphasis is placed on culture 

because culture was identified as a gap in the understanding of 

the OE during Operation Iraqi Freedom and Operation Enduring 

Freedom, and because culture is historically difficult to 

understand as its substance and significance is often abstract 

and not immediately observable. 

The UFMCS Cultural Empathy curriculum includes lessons 

focused principally on four subject areas that are uniformly 

acknowledged in anthropological studies as foundational to any 

cultural study: social structure, politics (power and authority), 

economics, and religion (belief systems). The assumption is that 

to understand any one part of a culture or society we must look 

at all the rest of the socio-cultural context. The purpose of 

separating a society or culture into elemental parts or basic 

principles is not to isolate these elements, but to understand the 

nature of the whole. 

General knowledge focuses learning about a complex OE on 

what is important for military planning and decision making. 

General knowledge is not concrete but an abstraction from 

experience - generalizations abstracted from multiple specific 
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cases. Generalization simplifies a complex reality - complexity 

that otherwise overwhelms our ability to understand. An 

example of a model or framework that serves to simplify and 

illustrate an otherwise complex cultural reality is (ÏÆÓÔÅÄÅȭÓ 

Onion Model of Cultural Manifestations (see Figure 3.1).15 

 

Figure 3.1 The Onion Model 

When populated, this simple general model presents the 
2ÅÄ 4ÅÁÍÅÒ ×ÉÔÈ Á ÃÕÌÔÕÒÁÌ ȰȣÓÅÔ ÏÆ ÐÁÔÔÅÒÎÓȟ ÏÆ ÁÎÄ ÆÏÒ 
behavior, prevalent among a group of human beings at a 
ÓÐÅÃÉÆÉÅÄ ÔÉÍÅ ÐÅÒÉÏÄ ÁÎÄ ×ÈÉÃÈȣÐÒÅÓÅÎÔÓȣÏÂÓÅÒÖÁÂÌÅ ÁÎÄ 
sharp discontinuÉÔÉÅÓȢȱ16  Models like this one allow the Red 
Teamer to analyze what is the same, and what is different, the 
ȰÓÈÁÒÐ ÄÉÓÃÏÎÔÉÎÕÉÔÉÅÓȱ ÏÆ ÔÈÅ ÃÕÌÔÕÒÁÌ ÃÏÎÔÅØÔȢ )Ô ÐÒÏÖÉÄÅÓ 
general categories and asset of patterns with which to begin a 
cultural examination of the OE that may be useful in the 
development of the Environmental frame of the design process. 

Without general categories we easily get lost in the 
complexity of specific details. At the population level, the human 
domain is extremely complex and is continuously changing 
which makes analysis to identify what can be influenced to 
achieve the desired outcome intractable. There are too many 
interconnected variablesɂat some level most all variables are 
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connectedɂand causal relationships are constantly changing. 
This fact alone is enough to make planners take an essentialist 
ÖÉÅ× ÏÆ ÃÕÌÔÕÒÅȟ Ȱ)ÔȭÓ ÁÌ×ÁÙÓ ÂÅÅÎ ÔÈÁÔ ×ÁÙ ×ÉÔÈ ÔÈÅÓÅ ÐÅÏÐÌÅȢȱ 

ñTo explain different patterns of culture we have to begin by 
assuming that human life is not merely random or capricious. 
Without this assumption, the temptation to give up when 
confronted with a stubbornly inscrutable custom or institution 
becomes irresistibleò 

Anthropologist Marvin Harris, 198917 

Organization of cultural information is more than simple 
aggregation or populating a rigid systems model with general 
information. Important nuances of culture may be missed in a 
simple aggregation and cannot be examined by looking only at 
institutional design. This is where Red Teaming may be useful 
in determining which informatio n, general and specific, is 
contextually important in the design or planning process, and 
ÈÅÌÐ ÕÓ ÔÏ ÁÖÏÉÄ ÔÈÅ ÔÅÍÐÔÁÔÉÏÎ ÔÏ ȰÇÉÖÅ ÕÐȟȱ ÏÒ ÇÅÎÅÒÁÌÉÚÅ ÉÎ Á 
stereotypical fashion. 

The complexity of the human domain may be simplified by 
organizing specific information into general categories 
important for military operations. These general categories are 
based on what is important to know. At the highest level of 
organization for military operations, these general categories 
are the military operational variables, PMESII-PT. These 
categories simplify reality and provide a framework to focus 
collection of Regional Expertise and Culture (REC) specific 
information relevant for military analysis.  

According to CJCSI 3126.01A, Language, Regional Expertise, 

and Culture (LREC) Capability Identification, Planning, and 

3ÏÕÒÃÉÎÇȟ ÓÙÓÔÅÍÓ ÔÈÉÎËÉÎÇ ÉÓ Ȱ5ÎÄÅÒÓÔÁÎÄÉÎÇ ÈÏ× ȢȢȢÖÁÒÉÁÂÌÅÓ ÉÎ 

the regional system interact with one another and change over 

ÔÉÍÅȢȱ18 At the population level, it is an understanding of the 

interaction of variables across a population. Given complexity, 

ÁÓ ÍÅÎÔÉÏÎÅÄ ÁÂÏÖÅȟ ȰÓÙÓÔÅÍÓ ÔÈÉÎËÉÎÇȱ ÉÓ ÅÎÁÂÌÅÄ ÂÙ ÔÈÅ 

simplification of reality into relevant general categories of 

variables. The task for Red Teamers is to render reality as 
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simple as possible, but no simpler, for the purpose of military 

planning. For this reason, a functional approach to cultural 

analysis of the OE is suggested as one approach the Red Teamer 

may take for the purpose of connecting cultural analysis to 

planning and operations. The following Functional Systems 

Approach to cultural analysis for planning is adapted from the 

USAFAS Regional Expertise and Culture Instructor Course (Pilot) 

developed by Dr. Daryl Liskey. 

Functional Systems Approach 

 
Figure 3.2 Functional Systems Approach 

Functional System is an analytical approach to understand 

regular interacting relationships (links) and the associated 

entities (nodes) in an OE (see Figure 3.2 and JP 2 01.3).19 It is an 

analytic device for separating from its context a set of 

phenomena we want to study. Anthropologist Ronald Cohen 

describes it this way: 

The system as a whole does something. It can be characterized 
as having an activity or activities, and its various parts 
contribute to the fulfillment of these ends. Indeed, systems 
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designers are quite clear on this point when they design systems, 
since they start with functions (emphasis added) and then work 
back to create a set of interrelationships that will, in fact, 
describe the carrying out of these ends.20 

How variables are related to produce a specific outcome is 

the definition of a function. The functional system consists of the 

regular patterns of interacting variables that cause the output. 

A functional systems approach is useful because it provides a 

systemic approach to analyzing interactions on what is 

important to know.  

Keep in mind that the functional systems approach is not 

theory, nor is it doctrine. It is a method that links all aspects of 

cultural research together (Red Teaming, Design, LREC, PMESII-

PT, etc.). It is but one of many methods that may be used to 

enhance apperception (conscious perception with full 

awareness). Its intended use is as a bridging device between 

Red Teaming analysis and doctrine. The goal of this approach is 

an accurate description of a culture, leading to an explanation, 

and ultimately better-informed planning and decision making. 

The PMESII-PT systems (which the Army identifies as the 

Operational Variables) purport to identify the most important 

outputs or effects relevant for military operations in a typical 

country at the campaign level of planning. In functional terms, 

the Operational Variables are:  

Political ɀ power : how binding decisions are made  

Military ɀ physical force : how physical force is exercised  

Economic ɀ resources : how goods and services are 

produced, distributed, and consumed  

Social ɀ solidarity : how people interact in their everyday 

lives  
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Infrastructure ɀ physical macro systems : how critical 

resources and activities move across man-made physical 

systems 

Information ɀ communications : how information is 

produced, distributed, and consumed 

Physical environment : how geography, manmade 

structures, climate, and weather impact the operational 

environment 

Time : how timing and duration are perceived by various 

actors 

ADRP 5-πȡ Ȱ! ÆÕÎÃÔÉÏÎÁÌ ÕÎÄÅÒÓÔÁÎÄÉÎÇ ÄÉÆÆÅÒÓ ÆÒÏÍ ÂÕÔ ÉÓ 

consistent with the description of the operational variables in 

ADRP 5 and other Army and Joint Publications like JP 2-πρȢσȢȱ 

At UFMCS, we include Religion, or belief systems, as a 

function.  

In general, the PMESII-PT variables are important functions 

of any population, which is well established in the academic 

lit erature. A PMESII-PT systems approach can be used across 

the levels of war: a village, for example, may be usefully 

analyzed in terms of a PMESII-PT framework for missions that 

cross the full range of military operations. 

Caveats: In general, a PMESII-PT Operational Variables 

approach is consistent with a functional systems approach given 

two caveats:  

1. PMESII-PT is not meant to be stand -alone descriptive 

bins for categorizing entities (e.g., persons or 

institutions).  

a. In other words, it is unnecessary to think of any 

element of the system as a compartmentalized function 

which must be sharply separated from its context. A 
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single entity or institution may be important across the 

PMESII-PT operational variables, i.e., a sheik may be an 

important factor in an analysis of power, force, 

resources, and solidarity of a tribe. If the sheik is 

categorized as a social factor but not a political factor, 

then the analysis of power misses an important aspect. 

In complex societies, institutions may be structured to 

perform a single specialized function, i.e., a business 

enterprise to perform an economic function or a 

government to perform a political function. However, a 

political analysis of American politics can include 

military, economic, and social institutions as important 

variables. If economic institutions are walled off from 

political, then the analysis will be partial or biased and 

unlikely to accurately estimate the effect. 

2. Mission Dependent: Which functions are important 

in a particular military mission differ depending on the 

mission.  

a. As noted in JP 2 01.3, Joint Intelligence 

Preparation of the OE, for more-focused military 

operations a full analysis of the PMESII-PT is not 

needed. As, in governance operations, analysis of the 

political system can be the most useful (keeping in 

mind that PMESII-PT are not descriptive categories) 

while military force -on-force operations the analysis of 

the Military system is likely the most useful.  

By now we have established that there are several 

frameworks, procedures, and models by which to examine 

culture. Whatever design we decide upon is dependent on the 

answer to four critical questions (adapted from Keesing, 1970): 

1. What will be the shape and design of the cultural 

description? 
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2. What is the relation of such a cultural description to the 

overall goals of the military plan or decision? 

3. How is the adequacy of the description to be evaluated?  

4. What evidence is there that the descriptions we have 

sketched will be productive?  

The purpose of these questions is to explain culture to what 

end? What is the connection? And the answers to these 

questions are critically important in determining the validity of 

whatever cultural framework, process or model we choose. The 

answer must be better understanding to inform the planning 

process.  

The human domain is infinitely complex. It pushes back, 

evolves, and changes rapidly and unpredictably. We currently 

lack sufficient analytical power to reliably understand functions 

in the human domain in the same way we can in the biological 

or engineering domains. Institutions can be engineered to 

perform a function, but the OE outside of institutions are more 

complex. Rather, Red Teaming tools and a functional approach 

to the human domain generate research questions that focus the 

purpose for an analysis and what casual relationships are 

important. Given a certain question, we structure research areas 

by identifying what is necessary to answer the question based 

on our general knowledge. To the extent that general knowledge 

is true, the categories and relationships will be true. It provides 

ÏÕÒ ȰÂÅÓÔ ÉÎÉÔÉÁÌ ÇÕÅÓÓȱ ×ÈÉÃÈ ÉÓ ÐÒÅÆÅÒÁÂÌÅ ÔÏ ÔÈÅ ÁÌÔÅÒÎÁÔÉÖÅÓȢ 

The Critical Variables , Cultural Perceptions Framework , 

Onion Model , and Six Empathetic Questions  are useful Red 

Teaming tools in generating questions and categories that 

support the functional systems approach and in generating 

broader understanding (empathy) and alternative perspectives 

for cultural analysis. 

There are three important advantages of a functional approach:  
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¶ Focuses Analysis on Outcomes and Effects: Observing 

entities alone can tell us little about what is important for 

outcomes like power (control). A local government official 

or sheik may not be an important variable. In a village, the 

priest or large landowner may exercise more power. Or, 

power, more likely, is distributed throughout a functional 

political system. By understanding the functional system, 

entities or relationships can be identified that are 

important for causing an outcome. Systemic functional 

analysis increases the likelihood of developing course of 

action (COA) that will achieve a desired effect. 

¶ Identifies what is important across specific areas : A 

functional approach also enables a Regional Expertise and 

Culture-general understanding applicable across any area. 

Understanding key specific functional relationships like 

decision making, execution, and enforcement enables 

identification of the specific institutions across specific 

regions or systems. The specific institutional form can vary 

greatly: the ultimate decision-making function can be 

exercised by Congress in the United States, the Central 

#ÏÍÍÉÔÔÅÅ ÉÎ ÔÈÅ 0ÅÏÐÌÅȭÓ 2ÅÐÕÂÌÉÃ ÏÆ #ÈÉÎÁȟ ÏÒ ÔÈÅ 

supreme religious leader in Iran. It may also be shared 

among different institutions to varying degrees. 

Understanding of functions provides general knowledge of 

what is important across specific areas where institutional 

form can vary widely. 

¶ Synchronizes knowledge and analysis across 

echelons: Specific forms of institutions also vary across 

echelons within an AO. For example, political parties may 

have a national level organization, linked to regional 

political groups, which in turn are linked to local informal 

power holders in a village. A functional analysis enables an 

understanding of vertical as well as horizontal system 
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relationships related to outcomes despite specific 

differences in form. This enables an analysis of how one 

level affects the other as well as enabling the aggregation of 

information and analysis across echelons. 

Cultural Relevance 

A few rules of thumb apply to recognize when culture may 

be more important:  

Greater Cultural Differences : Culture is more important 

when cultures differ from our own. In countries like Afghanistan, 

these differences can be marked and more important than 

institutional considerations. In more Westernized cultures, 

cultural  differences may be few and institutional differences will 

matter more.  

Unstable Countries : Where institutions are weak or are 

collapsing, cultural ties are relatively more important and can 

become a critical source of conflict as well as resilience.  

Marked Differences within a Country : The cultures 

within a country can vary markedly. The culture in rural areas 

is less Westernized compared to major urban areas and the 

culture can vary from area to area within a country. Differences 

in culture can produce strong cultural dynamics within a 

country even in highly institutionalized Western countries and 

these dynamics can be critical for Western countries. 

Additionally, culture can be a more critical consideration in 

Inform and Influence Activities and, at the individual and 

organizational levels, operating with JIIM partners. 

Summary 

Anthropology is about observation, collection, and cross-

cultural comparisons. Military planning is oriented toward 

action and exhibits a bias toward a particular type of action 
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(security, stability, decisive action, etc.). The processes of 

military planning can have a dramatic effect on the goals of 

those actions. Red Teaming is about apperception, theory 

construction and testing. These fields frequently overlap but 

tend to use different methodologies and techniques. Red 

Teaming aims at improving cultural understanding with the 

goal of enhancing the chances of successful outcomes in military 

planning. In the case of cultural empathy, it is about 

explanations of the relationships of cultural functions. Red 

Teaming represents a methodology, and the approach affects 

the method. The order of application reflects a strategy. The aim 

of the strategy is the support of operational planning in the form 

of Design and MDMP. The following are some thoughts for the 

Red Teamer to keep in mind when conducting cultural analysis: 

¶ The study of culture is not performed in isolation. It is 

only meaningful when regarded as part of a larger body of 

thought (e.g., strategy, design, campaign planning). 

¶ Cultural analysis is part of the larger intellectual process 

of warfighting and peacekeeping.  

¶ The tendency to depend on one authority, one theory, or 

one approach to cultural apperception is extremely 

dangerous in military planning. 

¶ Red Teaming cultural methodology is not a new way of 

knowingɂit is a systematized approachɂa synthesis of 

several works. 

¶ A functional systems approach is useful because it 

provides a systemic way to analyze what is important to 

know about the OE. 

¶ Red Teaming methodology does not produce solutions, 

but insights that inform planningɂa logic of inquiry. 

¶ The aim is to avoid spurious correlations and 

conclusions. 
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¶ The goal is to make sense ofɂor meaning ofɂwhat goes 

on in a particular cultural milieu; for that time, and in that 

context, for the purpose of planning and policy making. 

¶ The Red Teaming cultural methodology aims to 

inventory and understand a people and their motivations at 

a level of general knowledge for the purpose of resolving 

conflict or avoiding violence. 

¶ The goal of general knowledge is not prediction per se 

but understanding in order to control and influence the 

outcomes we desire in military operations. 

!ÎÄ ÆÉÎÁÌÌÙȟ ÓÏÍÅ ÏÂÓÅÒÖÁÔÉÏÎÓ ÏÎ Ȱ×ÈÙ ×Å ÓÔÕÄÙ ÃÕÌÔÕÒÅȱ ÆÒÏÍ 

Dr. Geoff Demarest21:  

1. To find people and things. Cultural knowledge helps 

locate individuals, their wealth and their supporters. 

Ȭ,ÏÃÁÔÅȭ ÍÅÁÎÓ ÅÓÔÁÂÌÉÓÈ ÔÈÅÉÒ ÐÒÅÃÉÓÅ ×ÈÅÒÅÁÂÏÕÔs -- 

where they will sleep tonight, where their mother is 

buried, the number of their bank account and the bank 

routing number, where their motorcycle is sitting, their 

ÅÍÁÉÌ ÁÄÄÒÅÓÓȟ ×ÈÅÒÅ ÁÎÄ ×ÈÅÎ ÔÈÅÙ ÐÌÁÙ ÇÏÌÆȣÁÎÄ ×ÈÅÒÅ 

they feel safe. For the competitor in a violent struggle this 

is the first and most compelling reason for cultural 

knowledge. It is what Sam Spade, the private investigator, 

knows. The rest is useful, too, but if he knows where you 

ÁÒÅ ×ÈÉÌÅ ÙÏÕ ÄÏÎȭÔ ËÎÏ× ×ÈÅÒÅ ÈÅ ÉÓȟ ÙÏÕ ÁÒÅ ÔÈÅ ÐÒÅÙȢ To 

control anonymity, you must know the culture. 

2. To communicate well. Cultural knowledge can improve 

communications with others so as to endear and not 

offend, to facilitate collaboration and compromise, and to 

settle disputes peacefully when preferable. This involves 

language beyond the verbal, and into customs, prejudices, 

habits, mores, expectations, fears, historical grievances, 

community pride and the like. All knowledge is grist to the 
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mill. It will be especially productive to identify aspects of 

the culture related to honor and dishonor. 

3. To identify objects of desire, sources and holders of 

ÐÏ×ÅÒȟ ÇÒÉÅÖÁÎÃÅÓȟ ÁÇÅÎÔÓ ɉÅÓÐÅÃÉÁÌÌÙ ȬÅØÃÌÕÓÉÖÅȭ ÁÇÅÎÔÓɊȟ 

resolution mechanisms, debts, tax relationships, 

jurisdictions and expectations. In short, to comprehend the 

territorial geography of conflict and conflict resolution. 

4. To set reasonable objectives. Knowing how or if to 

change the social compact, how long it might reasonably 

take you to implement such a change, and how long the 

changes might last. This may include determining the 

ÉÎÔÅÒÒÅÌÁÔÉÏÎÓÈÉÐ ÂÅÔ×ÅÅÎ ÐÅÏÐÌÅÓȭ ÂÅÈÁÖÉÏÒÓ ÁÎÄ ÔÈÅÉÒ 

surrounding environment in order to derive durable 

improvements in human flourishing and harmony. When 

good intentions are not built on sufficient knowledge, the 

reward may be a set of nasty unintended consequences. In 

a domestic legal setting we demand due diligence of 

doctors and lawyers - that they avoid negligent practice. 

Strategic due diligence presupposes the programmed and 

resourced study of foreign cultures in order to avoid 

strategic negligence. 

5. To put things in the right places. Whether you want to 

optimally place a fish pond, police station, camera, or a 

shooter, it is local cultural knowledge (and usually the 

kind that cannot be gained via remote sensing) that will 

guide best. 

6. To correctly time actions and activities. Knowing when 

to act and not act is a much easier standard if we are 

steeped in local cultural knowledge. 

7. To get the joke. Jokes work the same mental pathways 

as military deceptions. For practical purposes, military 

deceptions are jokes. Irregular armed conflicts are 
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generally clothed in law, economics, propaganda and other 

aspects of quotidian, civilian life. Not being able to get 

civilian jokes means being vulnerable to the dangerous 

military or criminal o nes. Just as the insurgent can move 

from military uniform to civilian attire, so can military 

thought hide in civilian guise. 
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Chapter 4 

Applied Critical Thinking  

 

uman beings think almost every waking minute; in fact, 

it can actually be harder to clear our minds and not 

think. Considering the huge amount of experience this 

gives us with the act of thinking, it should be surprising 

how often our thoughts lead us astray. We make unfounded 

assumptions, take mental shortcuts, and allow biases to hijack 

logic, all leading to decisions and actions that fail to satisfy our 

needs and wishes. By applying a level of criticality to the 

thinking process, Red Teaming helps not only to improve our 

decision-making processes, but also to improve the clarity of 

our worldview.  

What is Applied Critical Thinking? 

Psychologists and researchers have devoted a wide range of 

books and articles to the subject of critical thinking, and often 

debate the best definition for the term. While UFMCS uses and 

references many of those resources, they are not required for a 

basic understanding of the subject. As taught at UFMCS, Applied 

Critical Thinking (ACT) is the sum of the words. We think all the 

H 
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time, so we can understand the mental process of making sense 

of the world around us, both the way we perceive it and the way 

we would like it to be. Being critical about that process means 

intentionally analyzing the merits and faults of those thoughts, 

to include evaluating our reasoning and logical processes. We 

apply the whole process by injecting the critical analysis of 

thought into our decision making to ensure sound, justifiable 

decisions. Putting these together, we can informally describe 

ACT as the deliberate process of analyzing and evaluating the 

way we perceive and interpret the world around us, performed 

to improve our understanding and decision making. It includes 

the key practice of making the implicit (our unseen and 

unexamined thoughts and beliefs) explicit so that we can judge 

their value and suitability to the situation. 

For a more advanced understanding, we turn to our official 

definition:  

Applied Critical Thinking (ACT) is the deliberate process 

of applying tools and methodologies to critically review 

ÐÒÏÂÌÅÍÓ ÂÙ ȰÁÓËÉÎÇ ÂÅÔÔÅÒ ÑÕÅÓÔÉÏÎÓȟȱ ÓÕÃÈ ÁÓ 

deconstructing arguments, examining analogies, 

challenging assumptions, and exploring alternatives. 

Effective employment of ACT tools and methodologies 

cannot occur without self-Á×ÁÒÅÎÅÓÓ ÏÆ ÏÎÅȭÓ Ï×Î 

ÃÏÇÎÉÔÉÏÎȟ ÁÓ ÈÏ× ÏÎÅ ȰÔÈÉÎËÓ ÁÂÏÕÔ ÔÈÉÎËÉÎÇȱȡ 

understanding biases, perception/interpretation, 

mental models, framing, and worldviews. 

The Time Factor 

Describing ACT as a process can seem problematic at first. 

Many of our most important decisions, including those for 

which we have the greatest need for ACT, occur in time-sensitive 

environments. We speed toward events, knowing we have to 

make the correct decision before we reach a stage at which the 



 

 

RED TEAM HANDBOOK | 45 

decision is overcome by events. In such a setting, it is easy to 

imagine there is no time to insert an additional process. The 

answer to this dilemma involves two parts: first, UFMCS 

provides reflexive ways to evaluate and adjust thinking that 

becomes natural with practice; and second, we provide 

structured tools designed to fit within time constraints while 

supporting ACT. 

To make critical thinking reflexive or intuitive, we should 

first consider the common ways our brains approach thought. 

Most situations we face have some time constraint, whether 

explicit, implicit, or self-imposed. An explicit example might be 

a timed test or a work deadline; there is a distinct, known point 

at which the input is due. In an implicit case, there is still a time 

by which input is required, but the time has some sense of 

vagueness; consider the example of how long to wait before 

calling after a first date or a job interview. A self-imposed 

deadline can often be seen in the case of deciding when to 

purchase a vehicle. The important commonality in all these 

cases is that time matters, and it is often in short supply. 

Thinking as often as we do and experiencing a range of 

scenarios in which time is limited, humans have developed 

shortcuts for the thinking process. We will often face situations 

in which we lack the information needed to make a good 

decision, but because of time constraints, our minds fill in a 

hopefully suitable representation for the missing data. In other 

words, we make assumptions. We also find circumstances in 

which events either mirror or conflict with our beliefs, and we 

pass judgment based on that agreement or disagreement in the 

form of biases (see Figure 4.1). That initial belief often lies below 

the surface, and only shows itself through our actions. Another 

time-saving thought process involves heuristics, or mental 

shortcuts that tell us to expect a certain outcome any time we 
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see a specific known behavior. Finally, we react to time 

constraints by settling, accepting a solution as good enough 

given the time available, even though we might prefer a 

different outcome.  

 

Figure 4.1 Examples of Bias 

Time for Red Teaming 

With the understanding that we learned these behaviors, it 

is logical that in most cases we can learn to counter them. In 

cases where shortcuts are required, we can learn to use better 

ones. To address assumptions, for example, Red Teamers 

consider frames and mental models to establish an 

ÕÎÄÅÒÓÔÁÎÄÉÎÇ ÏÆ Á ÐÅÒÓÏÎȭÓ ÐÏÉÎÔ ÏÆ ÖÉÅ× ÁÎÄ ÂÅÌÉÅÆ ÓÙÓÔÅÍȢ 

Through repetition and comfort with tools like Frame Audits  

and 5 Whys, a Red Teamer can rapidly examine a thinking 

process, highlight potential issues, and suggest techniques or 

apply tools that could provide more satisfactory outcomes. 

That same repetition and comfort with thinking differently 

ÓÔÒÅÎÇÔÈÅÎÓ Á 2ÅÄ 4ÅÁÍÅÒȭÓ Á×ÁÒÅÎÅÓÓȟ ÉÍÐÒÏÖÉÎÇ ÐÅÒÃÅÐÔÉÏÎ 

and increasing the likelihood of noticing things others might not. 

One of the most common events Red Teamers identify and 

ÃÈÁÌÌÅÎÇÅ ÕÓÉÎÇ !#4 ÉÓ ȰÃÏÇÎÉÔÉÖÅ ÁÕÔÏÐÉÌÏÔȱȟ ÍÅÁÎÉÎÇ ÄÏÉÎÇ ÔÈÁÔ 

which is mentally easy and/or familiar. For example, we often 

find that in response to a notional problem A, we automatically 

respond with solution B. Sometimes that works, but other times 

it might not. Because of the complexity of the world around us, 

Recency Bias ɀ the expectation that events 

and trends that have occurred recently will 

have a higher likelihood of recurring or 

continuing 

Mirror Imaging  ɀ the expectation that others 

will think and act like us despite having 

different experiences and cultural 

associations 
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multiple instances of problem A might not always have the same 

cause or characteristics. That means we are failing to notice that 

we are not actually dealing with exactly the same problem, and 

therefore the exact same solution will not work. By using ACT 

skills and tools to identify the often-subtle differences between 

problems, we can alter our responses and apply more 

appropriate and effective solutions. As an added benefit, ACT 

also helps us avoid the undesired second-order effects that 

might spring from an imperfect solution. 

Creating Space and Time 

When there is time for a Red Teamer to perform structured 

group facilitation in support of ACT, practitioners can call on a 

wide range of tools with which to address the situation. Even in 

cases of formal decision-making or planning processes, in which 

the process requires questions at various points, Red Teams can 

help ensure participants are asking the right questions from the 

ÒÉÇÈÔ ÐÏÉÎÔÓ ÏÆ ÖÉÅ×Ȣ &ÏÒ ÅØÁÍÐÌÅȟ Á ÇÒÏÕÐ ÍÉÇÈÔ ÁÓËȟ Ȱ)Ó Á ÆÏÒÅÉÇÎ 

ÍÉÌÉÔÁÒÙ ÆÏÒÍÁÔÉÏÎ ÂÅÈÁÖÉÎÇ ÉÎ Á ÔÈÒÅÁÔÅÎÉÎÇ ÍÁÎÎÅÒȩȱ !Ó 

military members directly opposed to that formation, troop 

movements might make it easy for us to respond in the 

affirmative and recommend action. As Red Teamers, however, 

we could use ACT tools like 4 Ways of Seeing to determine if 

there are other reasons for the behavior, or tools like 6 

Empathetic Questions  to examine motivation and highlight 

potential misunderstanding. On the other hand, the same tools 

used to examine seemingly mundane activity might reveal 

deception and a previously unseen threat. 

The disconnect between behavior and perception, e.g., 

whether a certain behavior should be considered threatening, is 

often caused by differences in how we see the world, and how 

we expect the world to work. These viewpoints and beliefs are 

often characterized as frames and mental models but can also 
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be attributed to cultural differences. Using the cognitive 

autopilot discussed earlier, it would be easy to assume that 

everyone has the same values, beliefs, and desires that we do, 

but that conclusion would not stand up if we were thinking 

critically. Every person we encounter, whether a family member 

or military adversary, has a unique lifetime of experiences that 

shape their perception and beliefs. No two people have exactly 

the same experience, so no two people see the world exactly the 

same way. As human beings, we tend to group with those like us, 

but it is critical to realize that like us does not mean exactly the 

same as us. 

With this understanding, Red Teamers use tools to create 

distance from the problem and allow themselves and others to 

adopt different perspectives to evaluate understanding. ACT 

tools like the Onion Model  provide our minds freedom of 

maneuver to deconstruct culture, decipher explicit behavior, 

and reveal implicit belief and motivation. While this activity 

serves as a core component of the Red Teaming principle of 

Fostering Cultural Empathy, it also serves the principle of ACT 

by helping critically deconstruct assumptions and beliefs about 

others. Chief among these challenged assumptions is the idea 

that all members of a common group are the same; ACT combats 

this by suspending judgment while identifying the things that 

make people different using tools like Stakeholder Mapping , 

and then considering how those differences impact the situation.  

In cases where answers remain hidden, Red Teamers 

explore alternatives. When an answer presents itself, Red 

Teamers practice healthy skepticism and continue to diverge, 

understanding that the first answer is often the easy one, and 

the easy answer is rarely the right one. Tools like 

Brainstorming  and Circle of Voices facilitate divergence. Once 

sufficient divergence has occurred, Red Teamers apply further 

tools like Dot Voting  to converge on appropriate solutions. With 
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this structure, they facilitate the collection of a wide range of 

solutions, then logically and critically narrow those solutions to 

find the ones that best suit the situation and the desired 

outcome.  

Combining these activities and practicing them in a 

deliberate manner provides the opportunity to adjust our way 

of thinking concerning how we see ourselves, how we see the 

world, and what might be possible in the future. That altered 

and improved worldview, supported by Red Teaming 

techniques and tools, enhances our understanding of the 

operating environment and the involved stakeholders. 

Understanding that we are always thinking, judging, and 

deciding, ACT allows us to think more critically, judge more 

accurately, and decide more favorably. 

Summary 

Red Teams use structured tools and techniques to perform 

and facilitate Applied Critical Thinking. They do this by 

analyzing and evaluating perception and interpretation, with 

the goal of improving understanding and decision making. Due 

to time constraints in the decision-making process, Red 

Teamers internalize ACT principles when possible to make 

them second nature, as well as tailor activities to match the time 

available. During this practice, we identify assumptions, biases, 

and instances of cognitive autopilot, making the implicit explicit 

and guiding groups through exercises to improve 

understanding and outcomes. Finally, Red Teams help groups 

explore and evaluate alternatives, revealing previously unseen 

possibilities and providing freedom of maneuver.  
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Chapter 5 

Groupthink Mitigation and 
Decision Support  

rganizational decisions, though normally made by a 

single person, are often based on the input and support 

of groups of people. Commanders weigh the input of 

their staff when making decisions and executives 

consider advice from their senior managers. The dynamics of 

such groups directly impact the quality of the information they 

ÐÒÏÖÉÄÅȟ ÁÎÄ ÃÏÎÓÅÑÕÅÎÔÌÙ ×ÅÉÇÈ ÏÎ ÔÈÅ ÄÅÃÉÓÉÏÎȭÓ ÏÕÔÃÏÍÅȢ 

Red Teaming addresses the group dynamics and issues in 

decision-making activities present in these scenarios through 

the principle of Groupthink Mitigation (GTM) and Decision 

Support. 

Group Dynamics and Groupthink 

The benefit of using a group for Decision Support lies in the 

varied experience, knowledge, and perspectives of the 

participants; a group will naturally have a wider range of these 

elements than would a single person. As discussed in previous 

chapters, considering alternative perspectives and approaching 

problems from multiple directions leads to better 

O 
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understanding and better decisions. A collection of people 

employing good group dynamics is well-suited to provide 

exactly this to a decision maker, but group dynamics is often 

precisely what gets Red Teamers into trouble. The problem, at 

least in part, lies in the human affinity for grouping and 

hierarchy. 

Categorization and ranking are inherent parts of Western 

culture. We group similar things, then establish a hierarchy to 

determine relative merit. This behavior is particularly prevalent 

any time people gather in groups; we naturally and 

automatically identify subgroups and arrange people by 

seniority, importance, or other categories. Perhaps nowhere is 

this more prevalent than in the military, where we categorize by 

service, branch, unit, staff section, etc., and prioritize by the rank 

ÃÌÅÁÒÌÙ ÄÉÓÐÌÁÙÅÄ ÏÎ Á ÍÅÍÂÅÒȭÓ uniform. Though this behavior 

helps us to understand the elements of our environment and our 

comparative place in it, this categorization can directly harm the 

effective group dynamics required for providing Decision 

Support. 

Psychologist Irving Janis noted that such behavior is so 

common and harmful that he popularized the term Ȱgroupthinkȱ 

to describe what often happens when we join together. 

Groupthink comprises multiple elements, all of which can 

contribute to unsatisfactory outcomes. First, the forming of a 

ÇÒÏÕÐ ÃÁÎ ÉÍÍÅÄÉÁÔÅÌÙ ÃÒÅÁÔÅ ÁÎ ȰÕÓ-against-ÔÈÅÍȱ ÍÅÎÔÁÌÉÔÙȢ 

This leads to both an often-unfounded sense of moral and 

intellectual superiority for group members and a sense of 

pressure toward conformity and uniformity for members. 

Rather than exploiting the range of knowledge, experience, and 

viewpoints mentioned earlier to generate multiple options, this 

pressure artificially drives group members to agree on a single 

line of reasoning. It also impacts the ÇÒÏÕÐȭÓ ÐÅÒÃÅÐÔÉÏÎ of 

adversaries by assuming they have the same level of group 
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conformity; misperception can be particularly harmful when a 

single person displays hostility. In such a case, a group can 

incorrectly assume hostility from  all members of the adversarial 

group, leading to unnecessary conflict. 

A second issue of groupthink presents itself in actual and 

perceived hierarchy. Few people willingly and openly challenge 

their superiors in a group setting, as disagreeing with your boss 

can be detrimental to your career. In other instances, senior 

ÉÎÄÉÖÉÄÕÁÌÓ ÅÓÔÁÂÌÉÓÈ ÔÈÅÍÓÅÌÖÅÓ ÁÓ ȰÍÉÎÄ ÇÕÁÒÄÓȱ ÁÎÄ ÐÒÅÖÅÎÔ 

the group from following certain lines of reasoning, therefore 

limiting the divergence that might be required to find a suitable 

solution. Likewise, groups can evolve into a hierarchy of 

extroverts and introverts, with the former dominating the 

ÃÏÎÖÅÒÓÁÔÉÏÎ ×ÈÉÌÅ ÔÈÅ ÌÁÔÔÅÒȭÓ ÉÄÅÁÓ ÒÅÍÁÉÎ ÕÎÓÐÏËÅÎȢ 7ÈÅÔÈÅÒ 

the censorship of people and ideas is directed or self-imposed, 

it always limits and sometimes destroys the effectiveness of the 

group. 

Harmful group dynamics and groupthink can also set the 

ÓÔÁÇÅ ÆÏÒ ÔÈÅ ȰÅÖÅÒÙÏÎÅ ËÎÏ×Óȱ ÐÈÅÎÏÍÅÎÏÎȢ 7ÈÅÔÈÅÒ 

presented by a senior member or a forceful personality, 

ÓÔÁÔÅÍÅÎÔÓ ÌÉËÅȟ Ȱ7Å ÃÁÎ ÁÌÌ ÁÇÒÅÅ ÔÈÁÔȣȱ ÁÎÄ Ȱ%ÖÅÒÙÏÎÅ ËÎÏ×Ó 

ÔÈÁÔȣȱ ÔÙÐÉÃÁÌÌÙ ÓÈÕÔ ÄÏ×Î ÑÕÅÓÔions or conversation of 

alternatives, even when people do not agree. Group members 

often choose to avoid challenging such statements in the belief 

ÔÈÁÔ ÄÏÉÎÇ ÓÏ ×ÏÕÌÄ ÂÅ ÉÎÅÆÆÅÃÔÉÖÅ ÏÒ ×ÏÕÌÄ ÄÅÒÁÉÌ ÔÈÅ ÇÒÏÕÐȭÓ 

progress. In either case, valuable opinions and information 

remain unspoken while the group drives on unaware. 

Groupthink Mitigation 

To combat such behavior and support better decision 

making, Red Teamers practice Groupthink Mitigation. This act 

helps groups establish dynamics more conducive to the free 



  

 

54 | TRADOC G-2, UFMCS 

flow and sharing of information and the generation of quality 

alternatives.  

Groupthink Mitigation (GTM) is the application of tools 

designed to foster divergent thinking during problem 

solving by including the perspectives of every member of 

the group before converging on a course of action. 

Inherent in the GTM techniques are the requirements of 

the individual to consider and record their thoughts 

before group engagement and use anonymity to 

encourage feedback. 

GTM fundamentals include countering hierarchy, exploiting 

anonymity, and providing time and space.  

To counter the negative aspects of hierarchy, Red Teamers 

focus on removing the fear of recrimination and embracing the 

democratization of thought. Anyone can have a good idea, but 

that is of little value if the person is afraid to speak up. In cases 

where participants are willing to share, but simply afraid of 

contradicting superiors, Red Teamers use tools like Circle of 

Voices to solicit input, combined with the strategy of starting 

with the most junior group member and moving up in rank. This 

provides an opportunity to hear honest opinions that have not 

been influenced by statements from senior members.  

In cases where group members still resist providing 

information, or where senior members automatically prefer the 

opinions of certain individuals over those of others, anonymity 

becomes a useful approach. Participants are freed to diverge 

and present ideas outside the realm of the expected, which often 

opens new and useful avenues to address the problem. Red 

Teamers accomplish anonymity by employing tools like 5 Will 

Get You 25 or by soliciting written information from group 

members and sharing without attributing sources. Such 

methods allow groups to discuss ideas without attaching them 
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to personalities or positions, and therefore evaluate them 

purely on the merits of the idea. Anonymity also helps avoid 

peer pressure, as it forces participants to generate their own 

ideas without knowing what others will provide. 

Personality and temperament can also present challenges 

in a group setting, which Red Teamers counter by providing 

space. While some people enjoy aggressively attacking 

problems in a group setting, others prefer to contemplate the 

problems and think them through fully before discussing. For 

these scenarios, Red Teams leverage awareness of such 

preferences to identify those people and ensure they have an 

opportunity to contribute by using tools like Think -Write -

Share or Think -Draw -Share and intentionally allowing time 

before requesting input. 

Decision Support 

The combination of GTM tools and techniques improves 

group dynamics and restores the value of having a range of 

participants in a group. Once a group overcomes the natural 

predilection toward groupthink,  Red Teamers leverage the 

knowledge and expertise of the group members to facilitate 

divergence. As discussed earlier, variety of experience, 

knowledge, and perspective helps a group provide higher 

quality support to decision makers. Divergence continues that 

variety by allowing members to explore a range of non-intuitive 

ideas and previously unrecognized options. Tools like 

Brainstorming  and Mind Mapping  contribute to this first part 

of the Ideal Group Process , focusing on generating options 

without passing judgment. 

After a period of initial debate on the divergent ideas, the 

process continues to convergence. In this phase, Red Teamers 

help groups evaluate the merits and applicability of the 

generated ideas using tools like Dot Voting . While providing a 
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decision maker with options can be beneficial, providing too 

many options becomes overwhelming and counterproductive. 

Convergence ensures the best of the generated ideas make their 

way to the top, to present the decision maker with options the 

group determines are most appropriate to the situation and 

most likely to accomplish the desired results. 

Summary 

Groups often provide decision makers with  a wide range of 

experience, knowledge, and perspectives on which to rely, but 

group dynamics and groupthink can sabotage that effort. This 

typically happens because of categorization and hierarchy. Red 

Teamers apply tools and facilitate groups to mitigate these 

issues and empower all group members to participate. Once the 

group is functioning properly, structured approaches support 

divergence of thought to generate alternatives and convergence 

to narrow those alternatives to the best options to support the 

decision-making process. 
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Chapter 6 

Thinking Creatively  

 ñThe only thing harder than getting a new idea into 
the military mind is getting an old one out.ò 

Basil Liddell Hart, Thoughts on War, 1944 

 

he ability to think creatively, that is, the ability and 

disposition to generate ideas that are both new and 

useful, is very important for military leaders, teams, 

and staffs. However, many aspects of military culture tend to 

impede creative thinking. Some of the barriers to creative 

thinking include time pressures, hierarchical structures, 

emphasis on uniformity and training standards, and a 

predilection for risk avoidance due to the potential for severely 

negative outcomes of flawed decisions. 

The Creative Thought Process 

The thoughts and actions by which people generate novel 

and adaptive ideas can be modeled by a 5-stage process. 

Although the linear model depicted below is a useful tool for 

describing and understanding how creative ideas are generated, 

in actual inventive situations the stages of the process tend to 

T 
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blend together, and the progression is iterative and nonlinear.  

Stage 1: Problem-Finding 

The first stage in the creative thought process is problem -

finding  (see Figure 6.1). Many successful innovators believe 

that this is the most crucial stage of the process.1  The key in this 

stage is to see beyond the symptoms and gain an understanding 

of the underlying or root causes of the problem, and how the 

current situation differs from the desired state. 

 
Figure 6.1 Creative Thought Process - Problem Finding 

Effective problem -finding  can be very difficult when facing 

complex or unstructured problems.  Additionally, when teams 

conduct problem -finding  in organizational settings, they often 

face significant challenges such as groupthink, confirmation bias, 

motivated reasoning, and egocentrism. 
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Red Team Tools: 

Red Teamers can greatly assist leaders during this stage of 

the creative thought process by using Red Team Tools, 

especially: 

Shifting the Burden   Stakeholder Mapping  

Problem Framing  Cultural Perception Framework  

4 Ways of Seeing 5 Whys 

Analysis of Competing Hypotheses  

*Alternative Futures Analysis  is also a very useful way for 

leaders to anticipate and prevent future problems. 

Stage 2: Preparation 

After finding the problem, the team immerses itself in the 

problem.  During the preparation  stage (see Figure 6.2), the 

team typically tries all previously known solutions. If they 

discover a solution that works during this initial search, they 

apply the solution and move on, especially in time-sensitive 

situations. 

 
Figure 6.2 Creative Thought Process - Preparation 
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The goal during preparation  is to learn as much as possible 

about the problem, the context, and even how similar problems 

have been solved in different domains. There are also significant 

challenges to teams in this stage, including: 

1. The tendency to interpret the situation in such a way as 

to erroneously identify the problem to be like one that 

they have previously experienced and to which they have 

a known solution  

2. The tendency to over-simplify complex problems 

3. The tendency for groupthink 

4. Failure to challenge, or even to be aware of assumptions  

5. The tendency to minimize or deny the presence of 

problems in order to avoid blame or the appearance of 

weakness / ignorance 

Red Team Tools: 

Red Teamers can assist leaders and teams during the 

preparation  stage using Red Team tools such as: 

Key Assumption s Check  Fishbowl  

Think -Write - Share  5 Whys 

The preparation  stage continues until the team either finds 

a potential applicable solution to try or ceases mental work on 

the problem. 

Stage 3: Ideation 

The third stage of the creative thought process, ideation , is 

probably the stage most often associated with creativity  (see 

Figure 6.3). This stage also is an individual action. Even when 

the planning or problem solving is conducted collaboratively by 

a team, the initial creative insight occurs to a single person. 

Having said that, working collaboratively in the preparation  

stage can significantly increase the chances of any individual in 
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the group experiencing a creative insight, especially in teams 

comprising people with diverse perspectives, experiences, and 

areas of expertise. 

"ÅÇÉÎÎÉÎÇ ×ÉÔÈ 'ÒÁÈÁÍ 7ÁÌÌÁÓȭ book, The Art of Thought 

published in 1926, there has been a widely accepted notion that 

the ideation  stage consists of: Step 1 ɀ Incubation , Step 2 ɀ 

Illumination . 

 

Figure 6.3 Creative Thought Process - Ideation 

Incubation  begins when the leader or team working on the 

problem puts the problem aside and either begins deliberate 

work on a different problem or enters a state of cognitive 

relaxation.  Although creative insights rarely occur while the 

person is studying and actively thinking about the problem (the 

preparation  stage), they are much more likely to occur if the 

preparation  stage was thorough, and the person consciously 

thought about the problem in detail and from different 

perspectives. 

At some point during the incubat ion  stage, an insight 
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comes to mind, often suddenly.  This is the illumination .  One 

of the best, accounts of the incubation ɀ illumination  stages 

was from German Scientist and prolific inventor, Herman von 

Helmholtz, who said during a speech,   

ñOftené [ideas] appeared without any effort on my part, like an 
inspiration. They never came to a fatigued brain and never at 
the writing desk.  It was always necessary, first of all, that I 
should have turned my problem over on all sides to such an extent 
that I had all its angles and complexities in my head. Then there 
must come an hour of complete physical freshness and quiet well-
being before the good ideas arrived. Often, they were there in the 
morning when I first awoke.  But they liked especially to make 
their appearance while I was taking an easy walk over wooded 
hills in sunny weather.ò2 

Red Team Tools: 

Red Teamers can assist leaders and teams during this stage 

to think more divergently and bring about more creative 

insights using Red Team tools such as: 

Divergence  - Convergence  TRIZ 

Structured Brainstorming  

Stage 4: Idea Verification 

Once the person has experienced the insight and has a new 

and creative idea, they share it with the team. The team 

members need to think it through, asking themselves questions 

ÓÕÃÈ ÁÓȟ Ȱ7ÉÌÌ ÔÈÉÓ ÁÃÔÕÁÌÌÙ ×ÏÒËȩȱ ÁÎÄȟ Ȱ7ÈÁÔ ×ÏÕÌÄ ÈÁÐÐÅÎ ÉÆȣȩȱ  

In most cases, the creative insight generated during the 

ÉÌÌÕÍÉÎÁÔÉÏÎ ÁÒÒÉÖÅÓ ÉÎÔÏ ÔÈÅ ÐÅÒÓÏÎȭÓ ÃÏÎÓÃÉÏÕÓ ÍÉÎÄ 

incomplete. As psychologist J.S. Dacey noted about the idea 

verifica tion  stage (see Figure 6.4)ȟ ÔÈÉÓ ÉÓ ×ÈÅÒÅ ȰÔÈÅ ÉÄÅÁ ÍÕÓÔ 

ÂÅ ÔÅÓÔÅÄ ÁÇÁÉÎÓÔ ÔÈÅ ÃÏÌÄ ÒÅÁÌÉÔÙ ÏÆ ÆÁÃÔȢȱ3 
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Teams tend to be more effective at idea verification  than 

individuals for a few reasons:  

4ÅÁÍÓ ÃÁÎ ÈÅÌÐ ÍÉÔÉÇÁÔÅ ÔÈÅ ÎÁÔÕÒÁÌ ÔÅÎÄÅÎÃÙ ÔÏ ȰÆÁÌÌ ÉÎ ÌÏÖÅ 

×ÉÔÈ ÙÏÕÒ ÉÄÅÁȟȱ ÁÎÄ ÄÉÓÒÅÇÁÒÄ ÁÌÌ ÐÏÔÅÎÔÉÁÌ ÃÁÕÓÅÓ ÏÆ ÆÁÉÌÕÒÅ ÄÕÅ 

to wishful thinking, pride, and protective instinct.  It is very 

natural for a person to develop a personal attachment to their 

new idea. It is critical, but indeed not natural, to dispassionately 

and objectively analyze and critique your own new idea. NOTE: 

Teams are only better than individuals during this stage if they 

operate in a climate conducive to candor and characterized by 

intra -team trust.  To be successful, it is also very important for 

them to have processes in place to mitigate the tendency for 

groupthink. 

Teams, especially when comprising members with diverse 

areas of expertise and perspectives, can better anticipate how 

the implementation of the new idea might impact other aspects 

of the organization. 

 
Figure 6.4 Creative Thought Process - Idea Verification 
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Red Team Tools: 

Red Teaming tools, and especially a Red Teaming mindset 

can greatly enhance the effectiveness of individuals and teams 

during the idea verification stage. The Red Team Tools that tend 

to be most useful during this stage:  

Premortem A nalysis   What if? Analysis  

Stakeholder Map ping  Fishbowl  

Stage 5: Communication 

During the communication  stage (see Figure 6.5), the 

person or team that generated the new idea informs the 

relevant organizational stakeholders of the idea. 

 

Figure 6.5 Creative Thought Process - Idea Communication 

The goal at this stage is to communicate the new idea in a 

way that the relevant stakeholder: 
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1. Understands the idea, the problem that the idea is meant 

to solve, and the associated costs and risks of implementing 

the new idea, and  

2. Supports the idea. This is, of course, a critical step 

because having a new idea, no matter how brilliant, is of no 

value to the organization until it gets implemented.  And to 

get implemented, the idea must be shared with those in the 

organization who can direct actions such as committing 

resources, changing policy, or reprioritizing efforts and 

assets. 

For ease of description, communication  is listed here as a 

single stage.  However, in practice, especially in collaborative 

settings, the communication of a new idea is often done in 

multiple steps, interwoven with the idea verification  stage in 

an iterative sequence. 

There are a few significant challenges to success during this 

stage as well, especially if the person with the creative idea is 

ÎÏÔ ÁÍÏÎÇ ÔÈÅ ÏÒÇÁÎÉÚÁÔÉÏÎȭÓ ÓÅÎÉor leaders. These challenges 

include:   

1. The organizational climate in hierarchical units can 

often appear to its members as unreceptive to ideas that 

challenge the status quo. Such organizational climates can 

ÄÅÔÅÒ ÍÅÍÂÅÒÓ ×ÈÏ ÁÒÅÎȭÔ ÓÅÎÉÏÒ ÌÅÁÄÅÒÓ ÆÒÏÍ ÓÈaring 

their creative ideas.   

2. The creative person needs to be able to communicate 

the new idea in a manner that is understandable by the 

leaders.  The more creative the idea is, the tougher it will 

tend to be for people unfamiliar with the idea to 

understand it. 

Red Team Tools: 

The Red Team methods and tools that can best assist 
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leaders and teams during this stage include: 

¶ Stakeholder Mapping , specifically the analysis of 

interests step. Identifying the specific interests of key 

stakeholders enables the creative team to effectively 

articulate how the implementation of the new idea would 

ÓÅÒÖÅ ÔÈÅ ÓÔÁËÅÈÏÌÄÅÒÓȭ ÉÎÔÅÒÅÓÔÓȢ 

¶ A variation of Argument Deconstruction , specifically 

using the tool to help construct a compelling argument 

that ensures sound logic with clearly stated premises that 

sufficiently support the desired conclusion.  

¶ A variation of Determining the Suitability of an 

Analogy  combined with the 4 Ways of Seeing. Using an 

analogy can be an effective way to use a familiar concept to 

communicate an unfamiliar concept (the new idea) in a 

compelling manner.4 To be effective, the communicator 

must be sure that the receiver is indeed familiar with the 

source concept and perceives it in a favorable way. The 4 

Ways of Seeing is a tool to help envision anothÅÒ ÐÅÒÓÏÎȭÓ 

perspective and thereby gain empathic accuracy. 

Summary 

The ability to think creatively promises to be increasingly 

important for Army leaders and teams.  With some practice and 

study, the Red Team Tools described in this book can 

significantly ÅÎÈÁÎÃÅ ÌÅÁÄÅÒÓȭ ÁÂÉÌÉÔÉÅÓ ÔÏ ÂÏÔÈ ÔÈÉÎË ÃÒÅÁÔÉÖÅÌÙ 

and foster organizational climates in their units that develop 

ÁÎÄ ÆÁÃÉÌÉÔÁÔÅ ÔÈÅÉÒ ÓÕÂÏÒÄÉÎÁÔÅÓȭ ÃÒÅÁÔÉÖÅ ÔÈÉÎËÉÎÇȢ  

 

1  M. A. Runco and C. )ÖÏÎÎÅȟ Ȱ0ÒÏÂÌÅÍ &ÉÎÄÉÎÇȟ 0ÒÏÂÌÅÍ 3ÏÌÖÉÎÇȟ ÁÎÄ 
#ÒÅÁÔÉÖÉÔÙȟȱ ÉÎ 0ÒÏÂÌÅÍ &ÉÎÄÉÎÇȟ 0ÒÏÂÌÅÍ 3ÏÌÖÉÎÇȟ ÁÎÄ #ÒÅÁÔÉÖÉÔÙȟ ÅÄÉÔÅÄ 
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2 John Kounios and Mark Beeman. The Eureka Factor: Aha Moments, Creative 
Insights, and the Brain. (NY: Random House, 2015): 29. 
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4 Cynthia Sifonis, Adrian CheÒÎÏÆÆȟ ÁÎÄ +ÅÖÉÎ +ÏÌÐÁÓËÙȢ Ȱ!ÎÁÌÏÇÙ ÁÓ Á 4ÏÏÌ ÆÏÒ 
#ÏÍÍÕÎÉÃÁÔÉÎÇ ÁÂÏÕÔ )ÎÎÏÖÁÔÉÏÎȢȱ )ÎÔÅÒÎÁÔÉÏÎÁÌ *ÏÕÒÎÁÌ ÏÆ )ÎÎÏÖÁÔÉÏÎ 
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Chapter 7 

Red Teaming Tools, 
Techniques , & Practices  

olatile, uncertain, complex, and ambiguous (VUCA), 

the modern operational environment is all of these and 

more, demanding flexibility and adaptability of both 

thought and action to succeed. Every situation holds 

unique challenges, demanding more than just a standard 

response from a checklist. Red Teamers engage this 

environment as architects, drawing from a host of skills and 

tools to design and craft custom solutions supporting their team. 

Though they learn from experience, Red Teamers know every 

challenge is different, whether through context, culture, or 

countless other influences. 

To address such an environment, Red Teamers rely on 

training and experience to build uniquely-capable teams. They 

then apply Red Teaming tools, techniques, and practices (RT-

TTP) in flexible yet purposeful ways to craft a suitable 

framework on which to build their recommendations. Mastery 

of RT-TTP allows them to adjust for time and purpose and 

permits the reevaluation of progress and alternative 

approaches when needed. This dynamic approach allows them 

V 
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to assess situations, diagnose problems, and design and test 

solutions in a fluid manner, adapting to the volatility and 

complexity of the event. 

Tools 

Tools can serve multiple purposes, depending on the 

method and circumstances of employment. Tools are typically 

not intended to stand alone, but rather to work in sequence with 

each other to support a decision-making process. As illustrated 

in Table 1, most tools support Applied Critical Thinking (ACT) 

and/or Groupthink Mitigation (GTM). The table provides an 

initial categorization of tools that enable the Red Teamer to 

ÔÈÉÎË ÁÂÏÕÔ Ȱ×ÈÁÔ ÔÏÏÌ ÃÏÕÌÄ ) ÅÍÐÌÏÙȱ ÁÎÄ ȰÈÏ× ÃÏÕÌÄ ) ÕÓÅ 

them.ȱ Once you select your tools, your ÔÅÁÍȭÓ success is 

dependent on the judicious selection, sequencing, and 

application of tools within the context of the situation and time 

available.  

A Technique: The Ideal Group Process 

Adopted from Russo and Schoemaker's Winning Decisions, 

the ȰIdeal Group Processȱ provides a framework for group 

divergent and convergent thinking overlaid with ACT and GTM 

tools (see Figure 7.1). The Red Teamer selects the 

recommended ACT or GTM tools (see Table 7.1), and 

methodically takes the group from divergent thought, through 

analysis, debate/discussion, and then convergent thought. 

Continuous ACT and GTM tool employment bring variations of 

existing thoughts, perceptions, and views into the discovery of 

new ideas and critical evaluation. Just as the Yin and Yang, the 

ACT and GTM tools are applied in a continually revolving 

feedback loop throughout the framework, in a never-ending 

state bounded only by the time available. 

Practices 

As you consider the use of tools and techniques, here are 

some practices to keep in mind when working with a group: 
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1. Some roles to assign to a Red Team: 

a. ConÔÒÁÒÉÁÎ ÏÒ $ÅÖÉÌȭs Advocate who will 

ÃÈÁÌÌÅÎÇÅ ÔÈÅ ÇÒÏÕÐȭÓ ÔÈÉÎËÉÎÇȟ ÐÒÅÆÅÒÁÂÌÙ ÓÏÍÅÏÎÅ 

who has had experience with employing Red Teaming. 

b. A recorder to take notes, collect the data, and 

capture the story/narrative.  

c. A visualizer to draw diagrams from discussions, 

sketch models/pictures and envision the outcomes. 

d. Subject Matter Experts, who have expertise in 

their field and access to analytics and research to 

support the group. 

2. Build an outline/framework that will guide the group 

through its process. Consider utilizing a Design Storyboard 

to critically think through how you are going to deal with 

the problem, which tools you could use, and what the 

desired end state could look like. 

3. Allow the group to define their own rules on how they 

will proceed when working together. Better-defined rules 

will provide transparency amongst the group and will 

enhance collaboration and honest feedback. 

4. Keep an open mind and withhold judgment while 

diverging and allow the emergence of new ideas. 

In closing, the Red Teaming TTPs within this handbook add 

to the steps on your life-long journey of learning. Doing and 

thinking in the same way over and over again in an ever evolving 

VUCA environment will set you and those you support up for 

failure. Just as you train your psycho-motor skills for the 

battlefield, take the time for serious study of thinking about how 

to draw divergent information from groups and then how to 

challenge their assumptions they rely on for their decisions. As 

a famous 16th-century Japanese swordsman Miyamoto Musashi 

ÏÎÃÅ ÓÁÉÄȟ Ȱ4ÈÅÒÅ ÉÓ ÍÏÒÅ ÔÈÁÎ ÏÎÅ ÐÁÔÈ ÔÏ ÔÈÅ ÔÏÐ ÏÆ ÔÈÅ 
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ÍÏÕÎÔÁÉÎȢȱ  
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Figure 7.1 Ideal Group Process   
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Table 7.1 ACT - GTM Matrix   
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